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143 Hules f 16 Directives

Rules are guidelings for which a complete
description of the requirement has been prosided

Divectiees are guidelines for which it is nol possible
o provide the Tull description necessary to
perform a check for compliance,

98 Aules f 178 Recommendations

Rules are defined by meeling thiee oriteria.

1. wviglation of the guideline s likely to
resull in @ security faw

2. it doesnt rely on source code
annofations or  assumplons  of
programmer intent

3. conformance o the guideline can be
determined threugh autemated
analysis, formal metods of manual
Inspection

Recommendations are defined by two criterka:

1. Their applicaton is Wkely to mprove
safety, reliability or securty of software
syalems.,

2. One or more of he requirements 1o be
classified a5 rule cannof be met

The formulation of the rules is geared towards
automated enfiorceme nt

Eg.

Rule 814 “The restrict hype qualifier shall not be
wsag”

The foemulation of the rules is slightly more
generic,

Eg:

EXP43-C. "Avaid undefimed befawior wien using
reslrict-gquokfied pointess”

By areas of language and ensiranment: “The
Imiplemesntation”, “Compilaticn and build”,
“Requirements. traceabdity”, “Code design®, “A
stanclard C emdronment”, “Linused oode”,
“Comments”, "Characlber sets and lexical
conventions”, “klentifiers”, “Types”, “Literals and
constants”, “Declarations and definitions”,
“Initialization”, “The essential type maodel®,
*Fainter type conversions®, “Exprossions”, “Side
effects”, "Control statemenl expressions”, “Control
flow™, “Switch statement”, “Functions”, “Pointers
and arrays”, "Owerlapping storage”, “Preprofessing
directives”, “Standard libeares” and "Besources”.

By o bevel language elements: "Preprocessor
|PREY", "Declarations and mitialization (RCLEE,
“Expressions [EXP)”, “Integers (INT)®, “Fleating
Point (FLF)", “Arrays (ARRY", “Characters and strings
|STR|”, "Memuory management [MEB)",
“Input/Output {FIQY", “Emdranment {ENV]",
*signaks [RG]", “Error handling {ERR]", “Application
Programming Interfaces [AF |, “Conourrency
()", “Miscollaneos [MSC)", “POS (POS]",
“Bicrasolt Windows (WIN]”
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